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Highlights
• IoT promises enormous productivity gains and huge benefits for people
• To fully realise these gains, smart legislation and regulation will be required
• Need to distinguish between policies which set broad directions and regulations which define terms of
compliance

• Broad regulatory mandates can accelerate the implementation of IoT: connected car for safety, smart grid
implementation to save energy

• Protecting individuals’ privacy rights is a big consideration in IoT regulation
• Security will continue to be a major challenge when implementing IoT
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Introduction

Riding The Hype Curve

The Internet of Things (IoT) is in its infancy, but
growing fast amid increasing publicity.
Unfortunately much of the publicity has been
sensationalist, focusing more on the potential perils
than the considerable advantages of the IoT.
It promises enormous economic productivity gains
that no modern society can aﬀord to miss out on, in
addition to an exponential increase in citizens’ well
being. Convenient examples include pills that
remind you to take them, self-restocking
refrigerators able to order food replacements, and
self-driving cars interacting with the road and other
road-users, dramatically reducing the number of
accidents and saving thousands of lives.

Source: Gartner, 2012; via Xona Partners, 2014
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By linking large numbers of previously unconnected “things” and sharing their data, the IoT is unleashing a new age
of innovation. As of right now, the IoT is poised to have a great influence on all our lives. But thanks to complex
commercial ecosystems, the need for common technical standards, and multiple layers of regulation, the speed at
which it will evolve now looks likely to be somewhat slower than initial forecasts suggested.
Over time, estimates for M2M connections by 2020 have actually declined from Ericsson’s famous 2010 estimate of
50 billion as analysts learned more about the challenges. This is typical when marketing departments “hype” new
opportunities which will take shape over time, with little actual research to back up the predictions. But there is no
question the IoT is growing, just not as fast as the initial hype implied.
Key to societies getting the most out of the IoT are putting together fit-for-purpose legal and regulatory frameworks.
The policy and regulatory challenges are enormous and involve both reshaping previous regulations and opening up
avenues for imaginative new policies. Extensive consultations with all stakeholders will be key. In this report, we
look at the way forward on the IoT policy and regulatory front.
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Defining M2M, IoT and IoE
In the brave new world of the Internet of Things, even the most basic concepts are still fuzzy and evolving but it is
important to provide some clarity, even if tentative, on what they mean. Legislators and regulators are formulating
policies which distinguish between M2M (machine to machine), IoT (Internet of Things) and IoE (Internet of
Everything).
M2M is about modules, sensors, chipsets and SIMs using networked resources to connect machines to remote
application infrastructures. A central hub monitors and controls either the machines themselves or their surrounding
environments, enabling connectivity among physical objects (ABI Research, market intelligence agency Signals &
Systems Telecom and Prof William Webb in his book Understanding Weightless have all helped in the formulation of
this definition). Technology research firm Gartner defines IoT as a broad network of networks of those connected
machines interacting among themselves and the external environment. And networking giant Cisco defines the
Internet of Everything (IoE) as bringing humans back into the picture, linking people, processes, data and networks
of connected machines.
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And linking back to the regulatory aspect, those definitions come with consequences. In Brazil, for example, the
government is significantly reducing federal activation tax for SIM-cards associated with M2M communications. But
the largest segment of today’s M2M market in the country – Point-of-Sale (PoS) machines to swipe credit and debit
cards in stores and restaurants – has been excluded from the tax break. The logic of the exclusion hinges on there
being human intervention to swipe the card. The argument goes: A person is responsible for the initial action, which
prompts the machine to communicate with the card server, which means it is not an M2M transaction. This is a
flawed distinction, albeit an expedient one to accommodate short-sighted Finance Ministry concerns about
potential loss of tax revenues. When you take a beer out of the fridge and information is sent to the store to replace
it, are machines at work or is human action? Where do you draw the regulatory line between M2M and IoE?
In the future the line might not just depend on expediency, as it does in the above example, and the definition of
what is and is not a M2M transaction might no longer be as obvious as the Brazilian authorities think it is today. We
must be careful not to use policy to enforce definitions as this approach can cause more long-term harm than good.
In sum, M2M is a two-way communication between connected machines, while IoT is the network of multiple M2M
connections, and IoE the full range of human-machine interactive information and communication flows. We will use
the term Internet of Things throughout this report, as the most used (and searched) definition of this phenomenon.
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Policy versus Regulation
The distinction, and hopefully separation, between policy and regulation is also important to any discussion of the
IoT. There is plenty of room for confusion and conflict here. Ideally, policies are general, and set broad directions
and incentives to achieve desired outcomes. Regulations define the terms of compliance in detail and are restrictive
in nature, often outlining penalties for non-compliance.
This separation is linked to how diﬀerent polities delegate power from elected or selected representatives to policymaking and regulatory bureaucracies and quangos. Certain regulators, such as the Federal Communication
Commission (FCC) in the US and UK’s Ofcom, have broad policy-making and regulatory powers. But in many other
countries, Ministries and the politicians who head them set the policy, and regulatory agencies handle the
regulation. In India, the Empowered Group of Ministers (EGOM) and Department of Telecommunications (DoT) on
the policy side, and the Telecoms Regulatory Authority of India (TRAI) on the regulatory side are a good example.
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When it comes to the IoT, we find policies generally focusing on incentives to accelerate the expansion of IoT and
promoting investments to bring economic and social benefits. The goal is to promote IoT. Regulatory issues emerge
in two ways. Firstly, how previous regulations are being aﬀected by the growth of connected things (for example,
numbering issues or how to register a machine on the national database of mobile users). Secondly, how this new
wave of connected machines raises issues that may require new regulation (privacy in the digital age, for instance).
In practice, however, policy makers frequently set incentives that include regulations embedded into laws and policy
directives, while regulators like to create compliance mechanisms that fill out the holes in policy documents. Policy
and regulation are more eﬀective when they are complementary, that is policies set broad new avenues for growth
while regulations define the rules of the road.
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Regulatory Mandates
While regulations have in some cases proved to be a constraint to IoT growth, ironically they also can be a major driver for
expansion.
Several governments are in the process of implementing “regulatory mandates” to achieve social and economic benefits by
accelerating the implementation of the IoT. These mandates are a good example of how policy and regulation mix. They start
with broad policy objectives and then are detailed in regulatory instruments. The European Union (EU) is currently implementing
two broad mandates:

• Energy Services Directive. The policy was first articulated in 2006, with the objective of having each member state saving
at least 9% of national energy consumption yearly. It targets eﬃciency in end-user consumption. Its main regulatory mandate
is for 80% of European consumers to have smart energy meters installed in their homes and oﬃces by 2020.

• eCall Directive. The goal of this policy is to improve road safety within the EU. It aims to reduce the number of deaths and
permanent injuries resulting from automobile accidents, ensuing fast response from emergency services by rapidly
communicating details of accidents via in-vehicle equipment leveraging mobile coverage to connect to public answering
points. The deadline for implementation is 1 October 2015.
These mandates have suﬀered delays related to the multi-stakeholder, multi-bureaucracy nature of the EU, but nonetheless
they are underway. Not all mandates work, however.
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In Brazil, a system similar to eCall, outlined in the Contran 245 vehicle tracking regulation, was initially scheduled to
start in 2006. The scheme, designed by Brazil’s Urban Ministry (Ministerio das Cidades), envisaged all cars coming
out of manufacturing plants in Brazil would have a built-in SIM-card tracking device linked to a tracking company.
This has proved to be far from as simple as it sounds due, paradoxically, to the scheme’s complexity and also to
lack of proper engagement of the two key players: the automobile industry and mobile operators. The government
itself plays more than a policy design and regulatory role by controlling the servers through which the information is
to be managed. The deadline was extended four times, to 2012, 2013, January 2014 and June 2014. Now there is a
further delay and the mandate is once again up in the air with a tentative launch date of January 2016, which
nobody really believes is going to happen.
Successful mandates are forged through ample consultation with all stakeholders and implementation needs to be
as simple as possible – the opposite of what happened in Brazil. Mandates are likely to play a key role in spurring
IoT growth.

11

Ensuring individuals’ privacy rights
Individuals’ privacy rights are one important challenge for the digital age. The Internet of Things scales up this
challenge. The outgoing European Commissioner for Consumer Protection Meglena Kuneva dubbed personal digital
data, “The new oil of the Internet.” She is right.
The IoT is generally perceived as networks of machines communicating with other machines (M2M), and this is true
on one level. But it is what the machines are communicating about that is important – they are providing masses of
information both about human behavior and the immediate surroundings in which this behavior is taking place. How
are you driving? What are you eating from your refrigerator? What movies and entertainment are you enjoying?
Thanks to M2M and radio-frequency identification (RFID) all this information can now be digitalized and tracked.
As Ian Brown and Christopher Marsden in Regulating Code put it, the IoT allows, “individual behavior in the physical
world to be as closely tracked as online activity.”
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Globally, although most business groups insist current privacy legislation is suﬃcient, there are strong incentives for
new legislation to protect individuals’ privacy. Loopholes in privacy legislation for the digital age can be tackled
either by the Judiciary, widening the scope of existing law, or, as is clearly the trend, via new legislation and
regulation. These new pieces of policy and regulation must balance privacy and the benefits of a strong digital
economy. But business can help by expanding privacy by design (PbD), embedding privacy tools in IoT systems
that will make it easy for individuals to understand how to protect themselves as they benefit from connected
machines.
This is very important because, today, most IoT projects are internal to companies’ processes, according to
Machina Research. The focus is on how corporations can use this technology to become more eﬃcient internally.
The next wave of IoT implementation will focus more on customer interface, and will generate a lot more private
data.
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Security is vital
Security is a major concern in all IoT projects. According to Vodafone’s M2M Adoption Barometer 2014, the nature
of security concerns evolves as companies plan and implement projects.

• In the planning phase, it is a risk that can lead to non-execution of projects
• During implementation, security is a practical issue in terms of how to adopt preventive measures
• Once projects are up and running, the major issue becomes how to ensure privacy of cloud-based big data
In the medium to long term, security is also dependent on forward-thinking technical standardization. Creating the
ability to continuously update security features on devices will be a critical feature of IoT. This is where common
standards are crucial because they should ensure all IoT projects can be upgraded and protected from new threats.
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Although the recent case of a fridge “busted” for sending out spam was the cause of much hilarity in the media,
it underlined a serious IoT security concern. In the first cyber attack involving the IoT, the refrigerator was part of a
“botnet” comprising tens of thousands of internet-connected devices, mainly media centers and TVs, which sent
out 750,000 malicious emails. This emphasizes the point that “forgotten” connected devices, whose security is not
upgradeable, are dangerous. Higher levels of security for mission-critical machines will also be necessary.
But it is not security concerns which are mainly responsible for suppressing growth in the IoT. The main barrier is the
perceived return on investment (ROI), particularly in terms of the sometimes diﬃcult-to-quantify eﬃciency gains
from deploying M2M. Perceptions of risk however do, naturally, remain high: driving the adoption of preventive
measures from the start of project implementation. Companies and individuals will balance the risks and benefits of
IoT implementation.
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Conclusions
Telecom regulators around the world are finally addressing IoT-related issues. So far only a few have published
formal consultation papers, but it is to be hoped that many more follow suit. In July 2014 the UK’s Ofcom launched
a consultation, promoting innovation and investment in the Internet of Things, which is likely to be a landmark in this
area. In line with what has been discussed in this report, the paper asks:

•
•
•
•

Does the IoT require a specific spectrum policy and what are the demands for spectrum of these new services?
How can we assure privacy, security and reliability in the Internet of Things?
How can we manage the huge demand for new “phone” numbers and Internet Protocol (IP) addresses?
What role, if any, should Ofcom play in promoting and regulating the IoT, including whether or not it should get
involved in setting common technical standards.
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A week after Ofcom launched this consultation, French regulator Arcep launched its own, albeit less wide-ranging,
consultation on whether unlicensed spectrum (particularly in the 2.4 GHz and 5 GHz bands) should be opened for
M2M communications, and specifically for short-range devices (SRDs).
It would be useful if other regulators, before jumping to conclusions, consult the private sector and the public at
large about their views on how to promote and regulate the Internet of Things. Based on the regulatory legacy of
each country, there are important potential adaptations to existing regulations which could speed up IoT
implementation. These include, for example, dealing with the presence of SIM-cards from other countries’
numbering families, and how to register machines’ numbers.
And, of course, new policies and encouraging regulation could spur innovation, investment and new opportunities
for economic growth.
This Research Note is based on the article, “The Rise of the Machines,” InterMEDIA, Autumn 2014, Vol. 42, Issue 3.
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