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Regardless of market sector, businesses today face a 

rapidly changing and dynamic information landscape. The 

potential for capturing data at the most granular level about 

the most intimate aspects of people’s lives, habits, and 

interests brings the promise of greater efficiency in business 

operations and better targeting of products and services. 

Organisations increasingly strive to become “data driven”.

But, in doing so, they might miss the “voice of the 

customer,” pursuing data for data’s sake. 

Traditionally, organisations have been focussed on 

information security, to the extent it is often conflated 

with the concepts of data privacy. This historic focus is 

understandable, given that in many jurisdictions the focus 

of regulatory effort and penalties has been in response to 

breaches in information security. While security of personal 

information continues to be a key area of concern for 

individuals, organisations, and regulators, the landscape is 

changing. Consumers are more aware of the value of their 

data footprints and the risks arising from inappropriate use 

or outright misuse of the data they entrust to organisations. 

The importance of securing the integrity of analytics 

data has been covered from a video service provider point 

of view in a recent Parks Associates research report (www.

verimatrix.com/secure analytics). The focus of this paper is 

to outline the issues and trends happening in the wider data 

privacy landscape and apply them to video service providers 

of all types. Operators can use this as a guide to developing 

and implementing best practices to protect personal data 

privacy and gain trust from their subscribers.

http://www.verimatrix.com/securing-integrity-video-analytics-data
http://www.verimatrix.com/securing-integrity-video-analytics-data
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CONSUMERS  
ARE WARY  

OF PERSONAL 
DATA MINING

Recent studies have shown consumers are wary about the 

use of personal data in online services. They value privacy 

and want to exercise choice over how their data is used by 

having control over how it is shared and processed. People 

tend to be more accepting of data mining when the issue 

is safety or security (such as counter terrorism), but are 

more averse to it in personal contexts (such as tracking of 

personal habits on the internet). This highlights the need 

for consumers to see a clear value to them (e.g. increased 

safety) in any sacrifice of their data privacy. The trade-off 

between benefits vs information given is a key factor.

Younger demographics tend to be less accepting of 

tracking or surveillance measures, despite conventional 

wisdom having them more open to data sharing. Studies of 

social media use have shown teens and millennials maturing 

in their use of these tools, taking more conscious care over 

privacy settings and actively curating the images and other 

I
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content they have posted.i Faced with limited means or 

ability to exercise control over how their data is used, 

trends have emerged among teens such as covering their 

faces in images posted to Facebook.2 

In younger demographics (the “post-millennial 

generation”), U.S. research shows a higher level of concern 

over online privacy issues, but a greater acceptance of 

privacy risks in some areas than with their older peers, 

particularly when balancing privacy risks against personal 

empowerment3 (e.g. there is less concern about data 

privacy in relation to mobile-payment technologies than 

traditional debit- or credit-card transactions). Millennials, 

who are now diligently curating their social media profiles, 

were more accepting of the risks when the platforms were 

first launched, which means this may simply be a “halo 

effect” around new technologies versus old ways of doing 

things. It does, however, demonstrate how perceptions of 

privacy risks and trade-offs change over time.

In short, EU citizens value their online privacy and are 

concerned about how service providers use data about 

them, even if the services are ones they might like to have. 

The studies also showed EU citizens tend not to read 

terms and conditions for online services. The challenge 

in this data-privacy landscape is to design services and 

communicate value in a way that strikes a comfortable 

balance between privacy and usefulness from the 

perspective of the consumer. But keep in mind customers’ 

evolving perception of what is acceptable privacy.

The challenge in this data-privacy 
landscape is to design services 

and communicate value in a 
way that strikes a comfortable 
balance between privacy and 

usefulness from the perspective 
of the consumer. But keep in mind 
customers’ evolving perception of 

what is acceptable privacy. 

72%

71%

69%

56

              of respondents said 
they were concerned about 
the collection of information 
about them by online 
platforms. (EU Barometer, 
June 2016)

              said it was unaccept-
able for companies to share 
information about them 
without their permission, even 
if it helps companies provide 
services they might like. (EU 
Barometer, June 2016) 

              of respondents agree 
the default settings of their 
browsers should stop sharing 
their information. (EU Flash 
Barometer, December 2016)

              said it is very 
important tools for 
monitoring their activities 
online can only be used with 
their permission.  
(EU Flash Barometer, 
December 2016)

Research conducted by the European 
Commission in June4 and December5 
2016 reveals some stark statistics about 
how people view online data collection:

Survey findings of this type are not new. And they 

are not limited to the European context. Studies carried 

out in the United States reveal a similar level of concern 

and an equivalent desire for control on the part of 

consumers. Invariably, when presented with threats to 

their ability to choose, consumers try to leverage what 

control they can. 
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In an online survey conducted by Big Brother Watch 

in 2013, 78% of South Koreans believed consumers are 

harmed by big companies gathering large amounts of 

their personal data for internal use.8 In addition, this survey 

showed a consistent trend of scepticism across a number 

of countries (Australia, India, Japan, South Korea, Brazil 

and EU members states) as to the benefits to consumers 

of companies gathering data for their internal uses, with 

only Brazil having a clear majority (51%) agreeing this was 

the case. 

A March 2017 YouGov poll of Americans revealed a 

very strong concern for privacy of their personal data 

online.9 Across party lines, 83% of Americans believed 

telecom and cable companies should not be able to share 

personal information about customers without first getting 

permission. Legislation relaxing regulations on data use 

and sharing has met strong public disapproval across 

party lines. 72% of Republicans, 72% of Democrats, and 

71% of independent voters were of the opinion the FCC 

rule banning telecom and cable companies from sharing 

their personal data without their permission should go into 

effect, despite its recent overturn by the U.S. Congress. 

Organisations face a challenging data-privacy 

landscape when it comes to consumer expectations. The 

consistent trend across many studies is consumers want to 

have their privacy respected and want to exercise choice 

and control over what happens to their data. It is also clear 

organisations need to invest in promoting awareness of 

the benefits to the consumer arising from the use of their 

data by the organisation. Research also shows individuals 

tend not to read the terms and conditions so this may not 

be the optimum way to sell the value proposition for data 

sharing.

Individuals will seek to exercise control and take 

back control when they feel their data privacy rights are 

being infringed. For example, when the online advertising 

industry opted to ignore “Do Not Track” standards, 

consumers responded by searching for technology 

solutions to help block both trackers and advertising 

cookies.

A study conducted by Fujitsu in 20106 found:

91% 90% 88% 85% 87%

of global respond-
ents wanted a 
system which 
allowed them to 
control how their 
data was used

of U.S. consumers 
wanted to be 
asked to give 
permission for 
their data to be 
shared

of global 
respondents were 
worried about 
who had access 
to their data

of respondents 
expect govern-
ments to impose 
penalties on 
companies breaking 
data privacy laws

of Japanese 
consumers likewise 
want to be asked to 
give permission

Figure 1 Google Trends Interest over Time “Adblocker” worldwide (01 Jan 2010 to 14 April 2017)

25

1 Jan 2010 1 May 2012 1 May 2014 1 Jul 2016
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Interest over time

 The graph in Figure 1 above shows the worldwide 

level of interest in “Adblocker” as the search term began 

to climb between 2012 and 2013. This coincides with the 

departure of the online advertising industry from the Do-

Not-Track standards discussions.
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Recent legislative changes in the United States which 

rowed back on promised data privacy protections in 

telecommunications have been met with a similar spike 

in searches for technologies that might help mask online 

activities from the analytical eyes of telecommunications 

service providers and ISPs (Figure 2).

Again, we see a spike in search activity in the United 

States from people who are looking to have some element 

of choice in how their personal data is being used by 

others. The use of VPNs, of course, means the rich vein of 

data the ISPs believe they can access about user’s online 

activity to support advertising and other business models 

may evaporate entirely. Particularly from the better- 

educated and higher-discretionary-spend demographics 

they would be seeking to target.

While the Fujitsu study was conducted nearly 
a decade ago, more recent studies of U.S. 

consumer attitudes by Pew Research7 in 2016 
reflect broadly similar trends:

 86% of internet users have  
taken steps online to remove or mask  

their digital footprints

 74% of respondents said it was “very important”  
to them to be in control of who can get  

information about them, with 65% saying  
it was “very important” to control what 

information is collected about them

61% of respondents expressed  
a desire to do more  

to protect their online privacy

72% of respondents said they didn’t have 
confidence in their cable TV company to  

keep their data private and secure, compared  
with 89% expressing a lack of confidence in  

on-line video services to do likewise

Younger adults are most likely to 
 take steps to be less visible on-line  

and protect their privacy.

Building a platform of trust 
with the consumer is essential, 
particularly when organisations 
are invited into people’s living 

rooms to be part of some of their 
most private times. 

The age-old challenge, however, is how to give 

consumers meaningful choices in a manner that is easy 

for them to understand, engage with, and use. Adblocker 

software and VPNs can be complicated to install and 

configure. Also, where the data being recorded is the direct 

interaction of an individual or a household with a specific 

service there may be no “cloaking device” or shield the 

consumer can apply to help them take back control. 

91% said they felt people had lost control  
over how data was collected and used,  

with 68% believing that current laws are not  
good enough to protection online privacy
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Organisations need to consider how to balance 

between data gathering and service delivery. Building 

a platform of trust with the consumer is essential, 

particularly when they are being invited into people’s living 

rooms to be part of some of their most private times. 

Televisions have evolved in a very short time 

from being standalone devices with the main purpose 

of receiving broadcast TV channels. The increased 

convergence of traditional broadcast services and the 

internet has resulted in video services being accessed  

on a variety of device platforms, all linked ultimately  

by their connectivity to the internet for the delivery of 

content and services. 

In the context of various video services operators 

(cable, satellite, IPTV, OTT)—increasingly combined 

within a single provider—and “smart” devices, all with 

analytics capabilities able to identify who is watching 

what programming when, where, and how, people are 

increasingly wary of the capabilities that now exist and 

how they might be used. Personal data derived from 

viewing patterns, programme selection, and other factors 

is used for a variety of purposes such as measurement, 

analytics, tracking viewing behaviour, profiling viewer 

behaviour, personalised content recommendations, and 

targeted or behavioural advertising.

A recent study by the Institute for Information Law 

at the University of Amsterdam10 found 66.5% of Dutch 

adults surveyed believed the collection of personal data 

about them by their TV to be unacceptable. This was 

still true even when it was explained the data would be 

used to improve the delivery of advertising or to provide 

recommendations on programmes they might like to 

watch. 

This lack of comfort is consistent with wider EU 

attitudes on data privacy which are consistent with 

attitudes expressed by consumers in other markets as well. 

A key difference with how consumers might respond to 

take back control in this case is the very few alternatives 

given by a direct connection of the set-top-box to the 

broadcast network provider. There is no VPN to mask your 

viewing habits or preferences. 

German consumer rights organisations are consistently 

pushing technology firms to comply with and respect 

relevant data-privacy laws in the EU. In the U.S., the recent 

enforcement actions against providers like Vizio are part of 

the same trend.11 We are seeing a shift in the data-privacy 

landscape as technologies mature and regulators take 

notice of the two-way traffic from the glowing box in the 

corner of the living room.

German and Dutch data-privacy regulators have 

begun to look at how the core data-privacy rules need 

to apply to this sector. Significantly, they have identified 

TV viewing habits and the data collected from smart TVs 

and interactive services as “sensitive personal data” (aka 

special categories of personal data) within the meaning of 

EU data privacy laws. They have highlighted the ability of 

this data to be used to influence the rights and interests of 

individuals, including their rights to access to information 

and free expression. This exemplifies the evolving emphasis 

in legislation and regulatory action. 

Figure 2 Google Trends Interest over Time for “VPN” in United States (01 Jan 2010 to 14 April 2017)

1 Jan 2010 1 May 2012 1 May 2014 1 Jul 2016

Interest over time
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GOVERNMENTS 
ARE RESPONDING 
WITH NEW LAWS 
AND REGULATIONS

Globally, the trend is towards tighter data-privacy 

regulations. This is driven in part by both global market 

and public opinion responses to European Data Protection 

legislation. The landmark data protection case Google Spain 

v. AEPD addressed an individual’s right to request data 

that is inaccurate, irrelevant, or has become irrelevant, be 

removed from search results. The Court of Justice of the 

European Union confirmed the individual’s right and ordered 

Google Spain to remove personal data that had become 

irrelevant. The so-called “Right to be Forgotten” reveals a 

similar desire for control of one’s personal data around the 

world. Lawsuits based on parallel arguments and desires 

have appeared in several non-EU countries including the 

United States, Japan, Argentina, and Canada. 

This is symptomatic of a growing trend towards 

common principles for data privacy embedded in legislation 

across a broad range of countries. A key element of this 

II
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trend is the EU’s General Data Protection Regulation 

(GDPR), and the wider EU data protection legislative 

framework, is increasingly seen as a “gold standard” due to 

the comprehensive or omnibus nature of the regulations. 

The United States, with its sectoral approach to data 

privacy law and enforcement through function or industry-

oriented laws, is increasingly perceived as an outlier from 

a legal and regulatory perspective. This is notwithstanding 

the often excellent privacy practices U.S. firms are 

adopting on the ground, and the existence of statutes in 

many states expressly including a Right to Privacy.

a single comprehensive law and regulating agency they 

may soon be navigating 50 different regulations regarding 

online privacy with state attorney generals as regulators. 

Much of the evolution of data privacy law in the United 

States in recent years has been driven by state attorney 

generals.14 Some of the proposed legislation may result in 

far more restrictive measures at state level than the Federal 

Communications Commission’s (FCC) which were recently 

repealed.

Internationally, we have seen a significant growth in 

data-privacy laws at the national or federal level. There are 

U.S. state legislatures are responding to consumers’ 

concerns. Recently, states including Illinois, Maryland, 

Massachusetts, and Oregon have introduced legislation 

prohibiting internet service providers (ISPs) from sharing 

data without express written permission.12 States such as 

California, Nevada, and Minnesota already have legislation 

that provides such protections. Minnesota legislators have 

discussed going even further to prohibit ISPs from even 

collecting personal data from their customers without 

express written consent.13 This may present additional 

challenges for data-dependent businesses, as rather than 

GDPR and the European  
data privacy framework  

are increasingly seen as the  
“gold standard”, in spite of the 

U.S. federal divergence  
from the pattern. 
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now more than 109 countries worldwide with data-privacy 

laws, with 68 of these being enacted since 2000. Graham 

Greenleaf, Professor of Law & Information Systems at the 

University of New South Wales in Australia, highlights 

what he terms the “familial resemblance” between these 

emerging laws with the European Data Privacy regime 

providing a template jurisdictions enacting data-privacy 

laws are mirroring.15 Greenleaf also points out there 

is a trend towards a strengthening of principles and 

enforcement mechanisms across a number of jurisdictions.

The first quarter of 2017 witnessed:

   Canada began a review of its data-privacy laws to 

ensure they align with the standards required by the 

EU for cross-border data transfers.16

   Japan started a review of its data-privacy legislation 

to ensure it aligns with the EU’s GDPR to ensure 

Japan can agree to a cross-border data transfer 

agreement with the EU.17i 

   Hong Kong set out to review its data-privacy 

legislation, again in response to changes in EU data-

privacy laws and to take account of developments in 

technology.18 

   Various U.S. States such as Oregon, Massachusetts, 

Minnesota, Montana, Illinois, Washington, and Kansas 

introduced a range of state-level, data-privacy 

statutes to improve consumer protections.19 

Globally, we have seen a 
significant growth in data-privacy 
legislation. There are now more 

than 109 countries worldwide with 
data privacy laws, 68 of which 

enacted since 2000.

In short, despite high-profile instances where 

privacy rights are being weakened in some sectors and 

geographies, the consistent trend is towards legislation 

providing consumers with rights enabling them to 

exercise control over how data about them is used, and 

to seek redress where their data is abused. 

Of course, legislation often lags the development of 

new technologies. Abuses in one industry sector can also 

lead to regulatory changes or interpretations affecting 

a wider community. Recent actions in Germany and the 

Netherlands against smart TV and cable TV services 

illustrate how general principles may be applied to 

address privacy issues in the video services market:

   In Germany, regulators have mandated “smart 

TV only with smart-data protection” as a core 

principle.20 This is similar to the Privacy by Design 

philosophy espoused by Dr Ann Cavoukian, the 

former Data Privacy Commissioner for Ontario, 

Canada that forms a key element of the EU’s 

General Data Protection Regulation. There has 

yet to be enforcement around these standards, 

however.

   In the Netherlands, there has been extensive 

enforcement action against smart TV and cable 

TV providers for failing to comply with Dutch 

data-privacy laws. Key issues included failure to 

communicate clearly what was to be done with 

data and failures to obtain appropriate consent 

for the data-processing activities, failure to ensure 

effective anonymisation of statistical data, and 

a failure to treat consumer data as “sensitive 

personal data”.21 

The upshot: the key trends in regulation are towards 

higher standards for data privacy globally. This has 

implications for service providers and network operators 

alike in ensuring they are striking the appropriate 

balance and have appropriate controls in place to lay the 

foundation for trust in how the data obtained from the 

use of video services is employed.
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THE CHANGING 
MEDIA LANDSCAPE 
ADDS COMPLEXITY

In video services markets, there is significant potential in the 

data that can be obtained from set-top boxes, smart TVs 

and the entire ecosystem. However, care should be taken 

to learn the lessons from the “born on the internet” media 

companies whose data-driven business models many old 

media enterprises seek to emulate. In this context, it should 

be borne in mind media companies and broadcasters, 

particularly long-established ones, have a significant value in 

their brands being seen as “trusted” by their customers and 

subscribers.

The key strategic choice for video service providers, be 

they broadcasters or OTT providers or traditional pay-TV 

operators, is whether they will follow the business model 

and approach of the “born on the internet” advertising and 

media businesses; or will attempt to learn from the lessons 

of these peers and competitors to build a more-balanced 

III
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approach to using data about viewers and their habits, 

likes, and dislikes to:

   Improve quality of programming

   Improve the range of content

   Improve the quality of service delivery across an 

ever-expanding array of technology platforms

   Improve viewer experience, with relevant 

programme suggestions that avoid an 

algorithmic bubble

   Improved ROI for advertisers on platforms

With a wide and varied level of legal obligations 

depending on the markets service and technology 

providers are operating in, organisations are faced 

with a choice between managing obligations under 

a multitude of regulatory regimes or adopting a 

principles-based approach. This involves striking a 

balance between their desire for information about how 

and where programmes are being viewed, and services 

are being used, and customers’ desire for privacy 

control with regards to their viewing habits and tastes.

In this context, organisations need to consider their 

strategic positioning and alignment across five key 

areas, each of which refers to legislative and regulatory 

obligations under most data privacy laws and best-

practice frameworks worldwide.

The competitive advantage and brand positioning 

of video streaming service providers is ultimately a factor 

of how they “dial-up” their approach to these different 

areas. The selection of appropriate tools and supporting 

technologies, and the engagement of trusted and 

trustworthy service partners, are essential elements of 

ensuring data privacy compliance and trustworthy data 

handling in video services.

The days of the Nielsen Family are largely over, as 

technology has evolved to enable video service providers 

to get granular data about viewing habits and preferences 

from all household members. With this level of potential 

insight comes great responsibility to ensure the data is 

captured and obtained fairly, and analysis of the data 

provides tangible benefits to subscribers and viewers. 

In that regard, effective customer-centric transparency 

and communication is essential and will be a key tool in 

overcoming the consistent concerns individuals have about 

how their data is used.

The legal and regulatory regimes are evolving, with 

a growing international consensus on the core rules and 

principles for data privacy. However it is critical to pay 

attention to the voice of the customer in the design of 

products and services. Hence, smart organisations will 

adopt a customer-centric view, design appropriate privacy 

controls and practices into their services, and build and 

maintain trust with their customers.

The days of the Nielsen Family are largely over, as technology has 
evolved to enable broadcasters and network providers to get granular 

data about viewing habits and preferences from all household members. 
With this level of potential insight comes great responsibility.
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Table 1  
Five Core Elements for Privacy Policy

Consider how you are communicating the use of data to your subscribers/
viewers. Be sure you are communicating clearly and consistently how data  
will be used, and do it in an intelligible, easily understood manner.

   How are you explaining what you will do with people’s data?

   Do they have mechanisms to find out more information if they want to?

TRANSPARENCY

Customers need to be able to see and experience the value to them in how 
their data is being used. This value may be expressed in terms of a monetary 
value you place on their permission to use their data. At the other end of the 
spectrum you may have additional functionality or value-added services based 
on data that is made available to you.

   Is it clear to your customers what the value is they are getting in exchange 
for their data? How are you using it to improve the quality of the service you 
are delivering, whether it is programme recommendations to them or content 
commissioning by a network?

VALUE TO  
CUSTOMER

RESPONSIBILITY/
GOVERNANCE

You need to ensure you have appropriate mechanisms to ensure responsibility 
for the handling of data about people, including contractual controls with any 
third parties working on your behalf, appropriate technical and organisational 
controls, and ensuring appropriate internal and external audit practices.

   Have you documented your key personal data flows?

   Have you clearly identified roles, responsibilities, and accountabilities in 
the organisation for handling personal data and ensuring, at a minimum, 
compliance with relevant legislation?

CONTROL

Another key aspect of your privacy posture is the organisation’s bias in 
assessing risks. Data privacy requires you to consider risks from both the 
perspective of the affected individuals and of the organisation. 

   How do you consider the “voice of the customer” when assessing the risks 
and impacts of your processing of personal data? 

It is important to remember the quality of any product or service is defined 
based on how your customers perceive what you are delivering to them. 
Therefore, data privacy is a quality differentiator for your product.

BALANCING RISK

Consider how you might give subscribers or users of your services control over 
what data is being captured about them or how that data might be shared, and 
with whom. This is particularly important where consumers may have no other 
means available to them to exercise control and express their preferences.

   Can they opt-out of having their data shared with third parties?

   Can your subscribers choose what additional purposes you might use their 
data for?
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BEST PRACTICES 
IN PERSONAL 
DATA PRIVACY

The data-privacy landscape is changing in terms of 

consumer expectations, legislative frameworks, and 

regulatory enforcement. So how can video service 

providers best address these challenges to unlock market 

opportunities, build trust, and ensure relevance of content 

and programming for viewers?

There are five core emergent best practices to help 

answer this question.

1. Transparency: Walk the Talk

A critical best practice for ensuring data trust is for 

organisations to be consistent in how their information 

management practices and controls are aligned with 

what individuals are told will happen with their data. This 

consistency requirement takes two forms:

   Firstly, organisations need to have in place 

appropriate data-governance controls preventing 

unauthorised or unapproved uses of data by staff 

from within. These data-governance controls should 

include measures to support transparency of 

processing, and ensure engagement with consumers 

in the design or implementation of new services or 

features. They should process data in new ways, and 

IV
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ensure customers are consistently able to exercise 

control over their data.

   Secondly, at a minimum, these governance practices 

should ensure organisations handle data in a manner 

consistent with what consumers have been told 

would be done with their data. Many regulators such 

as the U.S. Federal Trade Commission (FTC) use this 

consistency requirement as a basis for prosecutions.

This is one aspect of the transparency.

Example:

Microsoft’s suite of cloud services was recently recognised 

by the EU’s working group of Privacy Regulators, the 

Article 29 Working Party,22 as providing adequate 

protections for personal data so business customers could 

continue to use and trust Microsoft services. Microsoft had 

implemented a series of internal controls and contracts for 

business customers to meet the requirements of the EU’s 

Model Contract clauses. 

Microsoft has invested in communicating clearly, giving 

its customers control, and communicating clearly through 

information provided via its Trust Center23 to both business 

and consumer customers.

2.  Value to Customer:  
Communicate Value Clearly

A core element of Privacy by Design, and a key theme 

emerging through consumer studies, is the need to 

communicate the value of the proposed data-processing 

activity. If you are not able to communicate the value of 

what you are trying to do in a way giving a clear “win-win” 

proposition to your customers, you may not be hitting the 

right balance from a quality, ethical, or legal perspective. 

You might also want to avoid “legalese” in how you 

are communicating, and present your message in clear, 

intelligible language which is simple for your audience to 

understand. Providing additional detail or mechanisms for 

people who have particular concerns or questions about 

the privacy implications of your service also adds value to 

the offer.

Many data-privacy laws, such as the EU’s GDPR, require 

explicit statement of the purposes you have for processing 

data. Why not go an extra step and explain why the benefit 

to the consumer? For example, how does your ability to 

know what types of programmes people are watching help 

you to support development of new programming or reduce 

the amount of unwanted or irrelevant advertising that your 

customers will see?

Example: 

Sit With Us (sitwithus.io) is a social application aimed at 

teenagers which aims to solve the problem of children 

being excluded from social groups when they start at a 

new school. It was developed by a teenager motivated by 

her personal experiences of bullying and exclusion.

Because of the target audience of the app, the privacy 

policy (http://www.sitwithus.io/#!/Privacy_Policy___

Terms_of_Use) needed to be simple and straight-forward. 

There are a lot more grown-up businesses (and business 

managers) who could learn from this approach to simple 

communication about why data was being asked for, 

what would be done with it, and the need the service was 

meeting for which this data was to be used.

3.  Responsibility and Governance:  
Implement Appropriate Data Governance

Bad data and bad data outcomes don’t just happen. They arise 

because of management action or inaction. So organisations 

need to invest time and effort in establishing good Data 

Governance practices supported by appropriate technologies. 

This ensures effective coordination of activities and obligations 

across a range of functions in your organisation including, but 

not limited to, information security.

Data Governance relates to the implementation of 

processes and controls defining who can do what, with what 

data, when, and for what purpose. In the context of data 

about people, Data Governance increasingly includes ethical 

governance and oversight functions to ensure data is used  

in the right way. An effective data-governance framework  

will help ensure appropriate policies and procedures are 

followed, help ensure correct safeguards are applied to 

respect and protect the privacy rights of individuals, and 

ensure the expected value and benefits from the processing 

of data are delivered consistently.

A critical factor in Data Governance for data privacy in 

organisations is the implementation of appropriate controls 

in the design and execution of data processing to ensure 

the voice of the customer is heard. It is also important 

appropriate controls (contractual, organisational, and 

technological) are in place to protect data and preserve 

the balance of individual privacy against the objectives of 

the organisation.

http://www.sitwithus.io/#!/Privacy_Policy___Terms_of_Use
http://www.sitwithus.io/#!/Privacy_Policy___Terms_of_Use
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This Governance framework should also address issues 

such as how individuals might get access to, or be able to 

request copies of, data — particularly in countries where 

this is a legally enforceable right.

Example:

Unfortunately, organisations have historically not always 

done a great job in managing and governing data about 

people. As a result, regulatory frameworks around the 

world are setting out increasingly clear requirements and 

obligations, including the need to consider risks to the 

individual to whom the data relates, as well as the risks to 

the organisation handling the data.

The core principles of effective data governance 

are, thankfully, well defined thanks to regulatory drivers 

to improve the management of and trustworthiness 

of information in sectors such as financial services or 

healthcare. Examples of these fundamentals include:

   Ensuring segregation of duties between those 

people in the organisation responsible for defining 

and policing data standards and policies and those 

who are responsible for the day–to-day execution of 

data processes.

   Defined rules and processes for risk assessment, 

access control, and the design and documentation 

of new data-processing activities.

   The need for organisations to implement 

appropriate internal frameworks for communication, 

control, and oversight of data-processing activities.

Readers who wish to learn more about the core 

principles of data governance, and other supporting data 

management disciplines should refer to the DAMA Data 

Management Body of Knowledge, published by DAMA 

International.24

4. Give Customers Control

A quick-win best practice for many organisations is to 

provide customers with meaningful and useful controls 

and visibility over how their data is being used. This goes 

beyond simply giving customers a set of check-boxes to 

opt-in or out of specific processing purposes. It includes 

giving customers choices over how much of their data is 

shared, and with whom. It encompasses giving customers’ 

access to information that helps them make better choices, 

use services more efficiently, or gives them some other 

tangible benefit.

This is related to the practices of communicating value 

clearly and considering privacy as a quality characteristic as 

real control can only be given when organisations view the 

process from the customer’s perspective. It is far too easy 

to create an illusion of control or to create a confusing user 

experience for your customers, which robs them of both 

control and a good experience. Avoiding the temptation  

to have privacy-enhancing controls turned to ‘off’ by 

default is also a good practice, particularly as certain 

types of data will require a definitive ‘opt-in’ in certain 

jurisdictions.

For manufacturers of devices, such as set-top boxes, 

inspiration could be sought from Apple’s strategy of giving 

customers control of how data is captured, processed, and 

shared from the device level, with only aggregated and 

statistically-masked data being used by Apple to improve 

its services.

Example:

Apple’s approach to both communicating its privacy controls 

and the granularity of the controls is a good example of how 

to give consumers control over how the data identifies them 

from the device level up. Apple has worked hard to design 

privacy-enhancing controls with a simple user experience 

that functions seamlessly, and demarcate areas of the Apple 

ecosystem off limits for analytics and other purposes.

5.  Balancing Risk: Treat Privacy as  
a Quality Characteristic 

History is littered with industry models that have had 

to change due to shifts in customer perception of what 

“quality” means in a given market. One need look no 

further than the automotive industry to see how changes 

in customer requirements for fuel economy, environmental 

Privacy will become part of your brand. Organisations that recognise  
this early on will have a competitive advantage. Privacy By Design and  

Privacy Engineering can support and enhance features.
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impact and safety have had significant impacts on how 

vehicles of all types are designed, built, and marketed.

By treating privacy as a quality characteristic of your 

product or service your organisation can begin to apply 

design philosophies and methodologies, such as Privacy 

by Design and Privacy Engineering,25 to meet or exceed 

the expectations your customers have for how you will 

treat the data you hold about them. Privacy can support 

and enhance features and functions. How you treat it and 

manage it, will increasingly be a key part of your brand 

and brand positioning. Organisations realising this, and 

recognising the difference between data security and data 

privacy, will have an advantage over their competitors.26 

Adopting this position is effectively a legal 

requirement in jurisdictions with a robust data-privacy 

regulatory regime. In other markets, it amounts to an 

ethical decision on the part of the service provider. But 

seeking to listen to the voice of your customers and 

trying to meet or exceed their expectations is never a 

bad business model either. Shifting from considering 

privacy as a compliance burden to considering it as a 

fundamental part of your relationship with your customers 

will contribute to tangible competitive advantage, just as 

improved fuel economy and reliability of operation gave 

tangible advantages to Asian car manufacturers against 

the behemoths of Detroit. Good data stewardship has 

become a source of differentiation in itself.27 

By adopting a respect for personal data privacy as 

part of the design of your processes and technologies, your 

organisation shifts the balance of risk identification and 

mitigation back towards the individual and encourages the 

adoption of win-win strategies and promotes innovation 

based on privacy practices.

Example:

Apple, Inc. has wholeheartedly embraced privacy as a 

core value and a key quality characteristic in its products 

and services.28 The company has been at the vanguard 

of implementing privacy—enhancing functionality into its 

devices and services, and adopting a privacy-respecting 

ethos to handling data entrusted by its customers.29 This 

extends to app developers taking into account global data-

privacy laws when designing applications, requirements 

which Apple (to a greater or lesser extent) polices through 

its App Review processes.

CONCLUSION

Regardless of more or less restrictive regulations 

across different jurisdictions, video service providers 

should target building trust with customers through 

self-enforcement of clear data-privacy practices. Video 

service providers should go above and beyond to 

leverage data analytics within a rigorous framework of 

respect for users’ personal data protection choices. It is 

clear data privacy policies are becoming a competitive 

differentiator in the digital market place. This makes 

it paramount to choose technology partners who not 

only provide data security and analytics capabilities 

to enable data monetisation, but who also are aware 

customers’ trust is everything. Personal data privacy 

must be embedded in the technology-solution 

framework and the value proposition for users.

Protecting and preserving the security of the 

personal data of your subscribers is increasingly 

viewed as the bare minimum expected of vide service 

providers. The key opportunity for competitive 

differentiation in the “data-driven” age lies in the 

building and sustaining of trust with customers 

through data-management policies and practices 

which go beyond just keeping it safe but aim to delight 

customers through transparency, control, and delivery 

of value.

V



19

BEST PRACTICES IN DATA PRIVACY FOR VIDEO SERVICE PROVIDERS                                                  Copyright (c) 2017. Verimatrix, Inc.  All Rights Reserved. 

1 American Press Institute, How Millennials use and control social media: https://www.americanpressinstitute.org/publications/
reports/survey-research/millennials-social-media/, Accessed 17 April 2017
2 MTV.com, Does hiding your face with your hand actually hide you from Facebook? http://www.mtv.com/news/2988626/does-
hiding-your-face-with-your-hand-actually-hide-you-from-facebook/ last accessed, 14th April 2017
3 The Center for Generational Kinetics, 2016 National Study on Technology and the Generation after Millennials http://genhq.com/
wp-content/uploads/2016/01/iGen-Gen-Z-Tech-Disruption-Research-White-Paper-c-2016-Center-for-Generational-Kinetics.
pdf, last accessed 14th April 2017
4 EU Commission, EU Special Barometer 447, June 2016, http://ec.europa.eu/information_society/newsroom/image/
document/2016-24/ebs_447_en_16136.pdf
5 EU Commission, EU Flash Barometer
6 Fujitsu Research Institute, Personal Data in the Cloud: A global survey of consumer attitudes, 2010, http://www.fujitsu.com/
downloads/SOL/fai/reports/fujitsu_personal-data-in-the-cloud.pdf Accessed 14th April 2017
7 Pew Research, The State of Privacy in Post Snowden America, September 2016 http://www.pewresearch.org/fact-
tank/2016/09/21/the-state-of-privacy-in-america/ Accessed 25th April 2017
8 ComRes. Big Brother Watch Online Privacy Survey.  23 Jun 2013. http://www.comresglobal.com/wp-content/themes/comres/
poll/Big_Brother_Watch_Online_Privacy_Survey.pdf Accessed 14 April 2017
9 YouGov Survey on Americans’ Attitudes to Online Privacy.  31 March 2017. http://big.assets.huffingtonpost.com/tabs_HP_
Online_Privacy_20170330.pdf Accessed 14 April 2017
10 Irion, Kristina. Natali Helberger, Smart TV and the online media sector: User privacy in view of changing market realities, 
Telecommunications Policy, Volume 41, Issue 3, April 2017, Pages 170-184, ISSN 0308-5961, http://doi.org/10.1016/j.
telpol.2016.12.013.
11 ProPublica.org, Own a Vizio Smart TV? It’s Watching You, https://www.propublica.org/article/own-a-vizio-smart-tv-its-
watching-you , last accessed 14th April 2017
12 Doughtery, Conor. “Push for Internet Privacy Rules Moves to Statehouses” 26 March 2017 https://www.nytimes.
com/2017/03/26/technology/internet-privacy-state-legislation-illinois.html ; Associated Press. “Internet Privacy Bill Filed 
by Massachusetts GOP Senators” Accessed 14th April, 2017 https://www.usnews.com/news/best-states/massachusetts/
articles/2017-04-08/internet-privacy-bill-filed-by-massachusetts-gop-senators. Accessed 14 April 2014
13 http://www.senate.mn/chamber/amendment/amend.php?amend_name=ss1937a51 
14 Keats-Citron, Danielle, The Privacy Policymaking of State Attorneys General, Notre Dame Law Review Volume 92, Issue 2,  
http://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=4693&context=ndlr Accessed 14th April 2017
15 Greenleaf, Graham, Global Data Privacy Laws 2015: 109 Countries, with European Laws Now a Minority (January 30, 2015). 
(2015) 133 Privacy Laws & Business International Report, February 2015; UNSW Law Research Paper No. 2015-21. Available at 
SSRN: https://ssrn.com/abstract=2603529 Accessed 14th April 2017
16 Banks, Timothy. “Should PIPEDA be amended to meet GDPR requirements?” 4 April 2017. https://iapp.org/news/a/should-
pipeda-be-amended-to-meet-gdpr-requirements/ Accessed 14 April 2017
17 Personal Information Protection Commission, Japan. “Cooperative Dialogue Held With The European Commission’s Directorate-
General for Justice etc.” https://www.ppc.go.jp/en/aboutus/roles/international/cooperation/201701/  ;  “Cooperative Dialogue 
between Commissioners Kumazawa and Jourová” https://www.ppc.go.jp/en/aboutus/roles/international/cooperation/20170320/ 
Accessed 14 April 2017
18 http://www.reuters.com/article/us-finance-summit-privacy-idUSKCN0YB19Q Accessed 14 April 2017
19 Keats-Citron, Danielle, The Privacy Policymaking of State Attorneys General, Notre Dame Law Review Volume 92, Issue 2,  
http://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=4693&context=ndlr Accessed 14th April 2017 
20 Irion, Kristina. Natali Helberger, Smart TV and the online media sector: User privacy in view of changing market realities, 
Telecommunications Policy, Volume 41, Issue 3, April 2017, Pages 170-184, ISSN 0308-5961, http://doi.org/10.1016/j.
telpol.2016.12.013.  Accessed 14th April 2017
21 O’Donoghue, Cynthia. “Updates from the Dutch Data Protection Authority”. Technology Law Dispatch 15 October 2013. 
https://www.technologylawdispatch.com/2013/10/privacy-data-protection/updates-from-dutch-data-protection-authority/ 
Accessed 14 April 2017
22 OutLaw.com, EU data protection regulator says Microsoft enterprise cloud contracts are in line with EU privacy requirements 
https://www.out-law.com/en/articles/2014/april/eu-data-protection-regulator-says-microsoft-enterprise-cloud-contracts-are-in-
line-with-eu-privacy-requirements/  last accessed 14th April 2017
23 Microsoft Office 365 Trust Center, https://www.microsoft.com/en-us/trustcenter/cloudservices/office365, last accessed 14th 
April 2017
24 DAMA International, The Data Management Body of Knowledge, http://dama.org/content/body-knowledge
25 For more information on the concept of Privacy Engineering, see Dennedy, M., Finneran, T, The Privacy Engineer’s Manifesto – 
Getting from Policy to Code to QA to Value, Apress Media, 2014. It can be downloaded for free (legally) from this link: https://
link.springer.com/book/10.1007%2F978-1-4302-6356-2 last accessed 1st May 2017.
26 Goldfarb, A, Tucker, C, Why Managing Consumer Privacy can be an Opportunity, MIT Sloan Management Review, Spring 2013, 
http://sloanreview.mit.edu/article/why-managing-consumer-privacy-can-be-an-opportunity/ last accessed 14th April 2017
27 Steve Christian, “Best Data Guardians Will Gain Greatest Insights,” 14th of April 2017, http://www.verimatrix.com/
blog/201704/best-data-guardians-will-gain-greatest-insights, accessed 24th of April, 2017. 
28 Malik, Om, Apple vs Google, The New Yorker, 15th June 2015, http://www.newyorker.com/business/currency/apple-versus-
google , accessed 14th April 2017
29 O’Dwyer, Davin, Apple: How data harvesting is core to it addressing data privacy, The Irish Times, 20th June 2016, http://www.
irishtimes.com/business/apple-how-data-harvesting-is-core-to-it-addressing-privacy-1.2689011, accessed 14th April 2017

N
O

TE
S

https://www.americanpressinstitute.org/publications/reports/survey-research/millennials-social-media
https://www.americanpressinstitute.org/publications/reports/survey-research/millennials-social-media
http://www.mtv.com/news/2988626/does-hiding-your-face-with-your-hand-actually-hide-you-from-facebook
http://www.mtv.com/news/2988626/does-hiding-your-face-with-your-hand-actually-hide-you-from-facebook
http://genhq.com/wp-content/uploads/2016/01/iGen-Gen-Z-Tech-Disruption-Research-White-Paper-c-2016-C
http://genhq.com/wp-content/uploads/2016/01/iGen-Gen-Z-Tech-Disruption-Research-White-Paper-c-2016-C
http://genhq.com/wp-content/uploads/2016/01/iGen-Gen-Z-Tech-Disruption-Research-White-Paper-c-2016-C
http://www.fujitsu.com/downloads/SOL/fai/reports/fujitsu_personal-data-in-the-cloud.pdf
http://www.fujitsu.com/downloads/SOL/fai/reports/fujitsu_personal-data-in-the-cloud.pdf
http://www.pewresearch.org/fact-tank/2016/09/21/the-state-of-privacy-in-america/
http://www.pewresearch.org/fact-tank/2016/09/21/the-state-of-privacy-in-america/
http://www.comresglobal.com/wp-content/themes/comres/poll/Big_Brother_Watch_Online_Privacy_Survey.pd
http://www.comresglobal.com/wp-content/themes/comres/poll/Big_Brother_Watch_Online_Privacy_Survey.pd
http://big.assets.huffingtonpost.com/tabs_HP_Online_Privacy_20170330.pdf
http://big.assets.huffingtonpost.com/tabs_HP_Online_Privacy_20170330.pdf
http://doi.org/10.1016/j.telpol.2016.12.013
http://doi.org/10.1016/j.telpol.2016.12.013
https://www.propublica.org/article/own-a-vizio-smart-tv-its-watching-you
https://www.propublica.org/article/own-a-vizio-smart-tv-its-watching-you
https://www.nytimes.com/2017/03/26/technology/internet-privacy-state-legislation-illinois.html
https://www.nytimes.com/2017/03/26/technology/internet-privacy-state-legislation-illinois.html
https://www.usnews.com/news/best-states/massachusetts/articles/2017-04-08/internet-privacy-bill-file
https://www.usnews.com/news/best-states/massachusetts/articles/2017-04-08/internet-privacy-bill-file
http://www.senate.mn/chamber/amendment/amend.php?amend_name=ss1937a51
http://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=4693&context=ndlr
https://ssrn.com/abstract=2603529
https://iapp.org/news/a/should-pipeda-be-amended-to-meet-gdpr-requirements/
https://iapp.org/news/a/should-pipeda-be-amended-to-meet-gdpr-requirements/
https://www.ppc.go.jp/en/aboutus/roles/international/cooperation/201701/
https://www.ppc.go.jp/en/aboutus/roles/international/cooperation/20170320/
http://www.reuters.com/article/us-finance-summit-privacy-idUSKCN0YB19Q
http://scholarship.law.nd.edu/cgi/viewcontent.cgi?article=4693&context=ndlr
http://doi.org/10.1016/j.telpol.2016.12.013
http://doi.org/10.1016/j.telpol.2016.12.013
https://www.technologylawdispatch.com/2013/10/privacy-data-protection/updates-from-dutch-data-protec
https://www.out-law.com/en/articles/2014/april/eu-data-protection-regulator-says-microsoft-enterpris
https://www.out-law.com/en/articles/2014/april/eu-data-protection-regulator-says-microsoft-enterpris
https://www.microsoft.com/en-us/trustcenter/cloudservices/office365
http://dama.org/content/body-knowledge
https://link.springer.com/book/10.1007%2F978-1-4302-6356-2
https://link.springer.com/book/10.1007%2F978-1-4302-6356-2
http://sloanreview.mit.edu/article/why-managing-consumer-privacy-can-be-an-opportunity/
http://www.verimatrix.com/blog/201704/best-data-guardians-will-gain-greatest-insights
http://www.verimatrix.com/blog/201704/best-data-guardians-will-gain-greatest-insights
http://www.newyorker.com/business/currency/apple-versus-google
http://www.newyorker.com/business/currency/apple-versus-google
http://www.irishtimes.com/business/apple-how-data-harvesting-is-core-to-it-addressing-privacy-1.2689
http://www.irishtimes.com/business/apple-how-data-harvesting-is-core-to-it-addressing-privacy-1.2689


This paper is commissioned in May 2017 by:

Verimatrix
Verimatrix specializes in securing and enhancing revenue for multi-network, multi-screen digital 
TV services around the globe and is recognized as the global number one in revenue security for 
connected video devices. The award-winning and independently audited Verimatrix Video Content 
Authority System (VCAS™) family of solutions enables next-generation video service providers 
to cost-effectively extend their networks and enable new business models. The company has 
continued its technical innovation by offering the world’s only globally interconnected revenue 
security platform, Verspective™ Intelligence Center, for automated system optimization and data 
collection/analytics.

Its unmatched partner ecosystem and close relationship with major studios, broadcasters and 
standards organizations enables Verimatrix to provide a unique advantage to video business 
issues beyond content security as operators introduce new services to leverage the proliferation of 
connected devices. Verimatrix is an ISO 9001:2008 certified company. For more information, please 
visit www.verimatrix.com, our Pay TV Views blog and follow us @verimatrixinc, Facebook and 
LinkedIn to join the conversation.
Contact:
info@verimatrix.com
+1-858-677-7800
www.verimatrix.com/analytics

This paper was produced by:

TechPolis
TechPolis provides international consulting services to leading players in the technology sector. We 
help them navigate ever-evolving policy, regulatory and strategy challenges. This includes guiding 
developing thought leadership on policy issues, guiding government relations, designing advocacy 
campaigns, providing crisis management, and building industry alliances to strengthen commercial 
ecosystems. We combine a deep understanding of political and governmental structures with 
detailed, ongoing monitoring of market developments and state-of-the-art knowledge of 
technology innovations.
Contact:
Ricardo Tavares
ricardo.tavares@techpolis.com
+1-858-945-6309
www.techpolis.com

Castlebridge
Castlebridge is a specialist firm providing insight, advice, and education for organizations looking 
to improve their approach to managing and benefiting from information. Drawing on almost two 
decades of experience and leadership at the interface of Business and Technology, we apply 
proven methods and pragmatic approaches to help organizations of all sizes unlock the value in 
their information with a holistic perspective that makes strategic connections between Information 
Governance, Data Privacy, and Information Quality.
Contact:
Daragh O’Brien
daragh@castlebridge.ie
+353-76-6031850
www.castlebridge.ie

The authors of this white paper are Daragh O’Brien and Ricardo Tavares, with research support 
from Dr. Karherine O’Keefe and editing from Michael Newlands. Graphic design by Cristina Saxon.

http://www.verimatrix.com
http://www.techpolis.com
http://www.castlebridge.ie
https://www.facebook.com/VerimatrixInc/
https://twitter.com/VerimatrixInc
https://www.slideshare.net/kfostervmx
https://www.linkedin.com/company/verimatrix
http://www.verimatrix.com/blog

